ensemble

Version 2.02
System Administrator Guide

January 2009



This document provides information that Ensemble Video system administrators can use
to design and implement an appropriate Ensemble Video organizational framework,
manage Ensemble Video system settings, and ensure Ensemble Video system
continuity and security.
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I. Technical Components of Ensemble Video

Each installation of Ensemble Video has three components: the Web application, a Control
Database, and one or more Media Servers. The Web application is written in VB.Net version 2.0
and must run on a Windows Server (Web Edition, Standard, or Enterprise) with MS Internet
Information Server (IIS). The Control Database is an MS-SQL database. And the Media Server(s)
can be a Web server(s) for progressive download and/or a streaming media server(s). In the
simplest of installations these three components all reside on a single server.

Ensemble Video all-in-one installation.
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The control database holds all of the meta-data for all video entries as well as control information
for the Web application. A media server directory can be an upload directory or watch directory.

Many customers already have one or more media servers that they want to use instead of, or in
addition to, the media services resident on the Ensemble Video application server. Many also
have an existing MS-SQL database they want to use for their control database, rather than
installing a separate instance of MS-SQL on the Ensemble Video Web application server. This is
also supported, and can be done easily with the network access to those external resources.

Integrated Ensemble Video installation with external control database and media servers.
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In the case of an external Control Database, an account with MS-SQL System Administrator
privileges must be used at installation time so that the installation programs can create the
Ensemble Video control database. This is only required at installation time, as the installation
process will create a username and password with rights to the Control Database that will be
used by the Web application to add, update, and delete data from the Ensemble Video database.
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Backup and recovery

Ensemble Video is a Web application similar to others commonly used in many enterprise
environments. To ensure recovery in case of failure, it is critical to back up the database at least
daily. The Web application also needs to be backed up, with the same frequency, as some
important information and media files are maintained in Web application directories (specifically
the Sites, Files, and Logs folders). Ensemble Video technical support is available to consult on
continuity strategies for organizations that need assistance.

The Symphony Video, Inc. program group on the Web application server provides access to a
backup script that you can modify and use to create a snapshot file from your MS-SQL Server
which can be backed up by your regular backup mechanism (see section Ill, below, for more
information on the system administrator program group). This backup script is designed to make
it easier to configure database backup when using MS-SQL Express, which does not offer a built-
in backup agent as other MS-SQL versions do.

[I. The Ensemble Video Organizational Framework

Ensemble Video enables content administrators to create, manage, and publish a library of video
“titles” or video “entries.” Each video entry has a title, keywords, production date, and a variety of
other catalog descriptors. Content administrators can upload one or more encoded video files for
each entry (for example, multiple versions of a video encoded at different bit rates, or perhaps a
video and an audio-only MP3 version of a video title).

A single implementation of Ensemble Video is often maintained by a single “organization”.
Ensemble Video organization administrators can create any number of Ensemble Video
“departments” within that organization. Each department has one or more Content Administrators
who create and edit video titles that are owned by their department and appear in the video
library listing for that department. Department content administrators define, through a tool in an
administrative control interface, any number of Web publishing destinations (also called “Web
sites”).

The Ensemble Video organizational framework.

A typical department content administrator may set up

Organization " — one or more Web sites for publishing content to serve
L] 1 external constituents as well as one or more video
\l DeptA P Lt | _ Web sites for publishing content accessible to internal
Website n ‘ viewers (e.g., sites for internal training and internal
— events).
T ‘ While an Ensemble Video organization can indeed be
| Depte | o | _ a single organization with multiple departments
sl ‘ created within that organization, the system is not

— limited to that terminology and model. An
- “organization” could represent a consortium

[orm e s —
_Website 1 \ implementation, and each “department” could be
\| DeptZ L Web site 2 ‘ _ owned by a constituent member-organization of that
Web site n ‘ consortium. For example, a regional public school

L district teacher training consortium may establish a
single organization for the consortium and
departments would represent local school district training centers. A local community
implementation, on the other hand, could include multiple “organizations” which would represent
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various participating community and government agencies within a given community. Each
organization could create multiple “departments” as needed within their community or
government agency.

When Ensemble Video is installed, it is important to think through an appropriate organizational
structure for your implementation. Do you want to have a single organization and have each
entity be a department in that organization? Or do you want some of your entities to have their
own organizations? The key to this lies in understanding the different user roles within an
Ensemble Video implementation, as summarized in the table below.

Ensemble Video administrative roles and privileges.

System Administrator
The super user account for creating Orgs and setting up LDAP authentication
Can configure an LDAP authentication source
Can create new Organizations
Is an Org Admin for his or her department

Organization Administrator
Manages departments, users, and department video sources within an Organization
Can create new departments
Can add, edit, and delete user accounts for departments in the org
Can set up department paths for departments in the org
Is associated with a single department
Can switch departments for administrative purposes only (don't edit content)

Content Administrator (Contributor)
Manage, catalog, and publish video content for a single department

Is associated with a single department
Can add, edit, publish, and delete video entries
Can define, edit, delete Web sites to publish content to (HTML Plugin or
Quick Publish)
Can customize bandwidth labels
Can add Department Shares and authorize Direct Publishing permission

Content Administrator (Editor)
Same as Contributor, but can’t Add or Delete video entries

The installation of Ensemble Video creates an Ensemble Video System Administrator account.
This account is also the Organization Administrator for an initial organization defined during the
installation procedure. The System Administrator is also the only user who can create
additional organization

An Organization Administrator can create and manage any number of Departments within his or
her organization, and create and create and manage any number of content administrators within
each Department. An Organization Administrator can also configure de partment video
sources.
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Switching between departments.

. . .. Logged in as: cnycomm  CNY Community v/ |H
When an Organization Administrator
logs in, he or she will be able to move e ol

CNY Community

CNY Community Courtney Rile

Cultural Resources Council

between departments in the

organization via a convenient drop- CutiralResouross.

down menu at the top of the Greening USA
. . o J io School
Ensemble Video Contributor Interface, | Se2<h T
H H North S Central School District
as shown in the screen shot at right.  |ononduns Htaronl Asssciaton
J || Shared Videos || My Settings H Partners for Arts Education
R d Gifford Zoo —

Society for New Music

Syracuse Northeast Community Center
Syracuse Peace Council

Syracuse Refugee Assistance Program
The Horndogs (Band)

Jazz Central Live atthe Persian |tymy central Schools ﬂ
Terrace weNyY

Westcott Community Center

An Organization Administrator can

add a new Department by going to

the Administration tab and clicking on
“Manage Departments”. To add a
content administrator to a department,
Organization Administrators simply
switch to that department using the
dropdown menu and then click on
“Manage Users” in the Administration
tab.

Med Tech Edit 3/3/2008

_ Med Tech raw footage 2/22/2008

How to organize your Ensemble Video organization(s) and departments

To determine how you want to organize your Ensemble implementation, consider the
following two critical questions:

1. Who will configure video sources for departments that use the system?
2. Who will create and add departments and users?
If you want to manage these things centrally, then set entities up as departments in a

single shared organization. If these activities are going to be farmed out to various
entities, then you will need to set up those entities as independent organizations.
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[ll. System Administrator Tools

On the Ensemble Video application server, a program group provides access to several useful
system administrator resources and functions.

¢ PRemote Assistance
@ enes FTP Server 3

AdobesIRI, ..

P » @ Application Settings 3
5% Microsoft Update @ ActivePerl 5.10.0 Build 1003 [ @ Build Scripks k
rETg Programs L4 Painkt. MET @ Daocumentation k
@ Documents 4 @ Logs k
[ settings v [T Setup 3

Application Directory:
G Ensemble Yideo Update
Web Application Direckory

,) Search »

@) Help and Support
=] Bun...

(3] shut Down...
rl' @ Q @ B C\WINDOWS)system3Z, ., I B 1Consale Startup | | £ WiowzaMediaSers

Applications Settings For specifying system-wide settings

Build Scripts System utilities useful when upgrading/troubleshooting, this
also provides access to a script for taking a snapshot of an
Ensemble MS-SQL database

Documentation Takes you to manuals and tech support resources
Logs For verifying proper function of the system
Setup To run the Ensemble Video software installation process

Application Directory Takes you directly to the application root directory where the
video management service and other key software
components reside

Ensemble Video Update Tool for querying update status and applying new software
updates

Web Application Directory Takes you directly to the Web application root directory
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The Video Management Service

A video management service is installed on the Web application server. This runs as a Windows
Service (“Ensemble Video Service” — see screen shot below). When a file is uploaded, it
automatically copies it to the appropriate media server using the directory and authentication
credentials provided in the appropriate video source.

=101 x|

File Action Wiew Help

= |E@PR 2E> 801w
@ Services (Lacal)

Services (Local)

Ensemble Video Service Mame 7 | Description | Status | Starkup Type | Log On As | :I
%COM Server Process La,..  Provides la.,,  Started Aukomatic Local System

Stop the service %DHCP Clignt Reqisters a...  Started Aukomatic Nebwork 5.

;Zﬁr?ﬁi:'::\c;ce %Distributed File System Integrates ... Manual Local System J

- %Distributed Link Tracking ... Enables cli...  Started Automatic Local System
%Distributad Link Tracking ... Enables th... Disabled Lacal System

gﬁzgig?;gpgnsemble Videa jobs and %Distributed Transaction C... Coordinate... Starbed Aukomatic Nebwork 5.

executes them %DNS Client Resolves a..,  Started Aukomatic Metwork 5. ..

L Automatic

| ] ] ( " :
%Error Reporting Service Collects, k... Starte

!
d Automatic Lacal System

%Event Log Enables ev... Started Automatic Local System
%File Replication Allows Files. .. Manual Lacal System
%Geneﬁ FTP Server Enables thi... Started Aukomatic Local System
Help and Suppart Enables He... Started Automatic Lacal System
%HTTP SaL This servic...  Started Manual Local System
%Human Interface Device ... Enables ge... Disabled Lacal System
%IIS Admin Service Enables thi... Started Aukomatic Local System LI

Extended A Standard /

If you find that uploaded files are not available for streaming/download once they are uploaded,
be sure to check that the Ensemble Video Management service is running (it should also be
configured to start automatically on system restart). If the service is running you can look at the
Video Management Service Log file to see if there are any error messages that were generated
when the file was copied.

You can view the log using the system administrator tool on the Ensemble Video Web application
server.

Start->Programs->Symphony Video, Inc->Logs->Ensemble Video Service Log

4 ensemblevideoService-LogFile.log (44.4 KB) - BareTail
Fle Edi Wew Preferences Help

¥ 0pen < Highlighting [~ Follow Tail |AN5I j | C:4Program Files\Symphony Video, InchServicelensembleVideoService-LogFile.log (44,4 KB)

12-14-2005-00:04:43 - Job #25 complete
1Z-14-2005-11:31: 51
12-14-2008-11:31: 51
12-15-2008-12:24: 55
12-15-2008-12:24: 55
12-15-2008-12:
1Z-15-2008-1.
12-15-2005-1. - Job #Z8 complete

12-17-2008-10: 54: 36 - Attempt 1 to connect to 0L Server with comnection string "Data Source=ensenblel;Initiasl Catalog=ensemblevideo;Integrated Security=33PI;"
12-17-2008-10:54:44 - Attempt 1 failed with the message "Cannot open datsbase "ensemblevideo” requested by the login. The login failed.

Login failed for user 'NT AUTHORITYY,STSTEM'.'™

12-17-2008-10:56: 44 - Attempt 2 to connect to 5QL Serwer with connection string "Data Source=ensemblel;Tnitial Catalog=ensemblewviden;Integrated Security=55°I;"

Job #26 complete
Source file "ChristmasTree.flv" exists in destination "C:\Inetpubiwmirootivideos”, destinavion will be overmritten.

Job #27 complete

12-14-2005-00:04:43 - Proccessing job #25 by moving "E:\7EnsemblEV1\iEU\dEv.EnsEmblevldEU.EUm\wEhappllCat].Dn\app\upluad\lB5ESEDCfZC27*48707866177036391994&0\ChrlstmasTIEEHZEﬂ.ﬂd

Proccessing job #26 by moving "c:_ensewnblevideo‘dev.ensemblevideo. com‘\webapplication'appiupload, 555363C7-61E1-4D53-E6ES-64FD 58 7BDACE \ ChristnasTreeHz64. £2

Proccessing job #27 by moving "c:y_ensenblevidentdev.ensewhlevideo. comtwebapplication' appiupload’ 1653EDF2-6483-4D58-A8D8-0CE165543835 ChristnasTree. £1v" t

Proccessing job #28 by moving “c:%_ensewnblevideo\dev.ensemblevideo.con'\webapplication'appiupload\AlESEFE6-EBE02Z-4231-9B90-32A05B277E20\ChristnasTree2008512
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Updating Ensemble Video Software

A system tool is accessible on the Web Application to query for and install Ensemble Video
software updates.

Start->Symphony Video, Inc->Ensemble Video Update

This brings you to a Window where you can see what updates are available, and if you need to
apply an update you can click on apply update and the update will be automatically applied.

[@]Ensemble ¥ideo Update ] [P
Installed ¥Yersion: 2.0.2.0
Latest Update: 2.0.1.4

[There are no updates available, You already have the latest version.

There are no updates available. You already hawve the latest version 4

The Ensemble Video Update Log also provides information about all updates that have been
applied. To view the update log go to:

Start->Programs->Symphony Video, Inc->Logs->Ensemble Video Update Log

Securing Ensemble Video with SSL

After you install your signed SSL certificate on you web server, there is still some minor
configuration to do for optimal SSL configuration within the ensemble Video website. Depending
on your security needs, there are three distinct options:

1. Secure only the logon pages (Login.aspx and Default.aspx). In this option, you can
secure the logon pages via SSL, but force all other requests from client to server over
unencrypted HTTP. This option will still offer encryption of user logins, yet provide the best
performance for other client requests to the application.
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2. Secure the entire site via SSL. This will make every page accessible only via SSL, and,
while this is the most secure option, there may be performance implications of using
Ensemble in this manner since all requests between client and server must be encrypted.
This includes preview animations, thumbnails, and video uploads.

3. Secure the logon pages, and don't force HTTP overt  he other pages . This option is
similar to (2) except requests to the pages other than the login page can be encrypted as
well. Once logged in, the end user can issue requests using HTTP or HTTPS.

Enabling SSL Security via Ensemble System Administr  ation Tool

Once your Signed SSL certificate is installed, an option is available on the Ensemble Web

application server to set the proper settings in Ensemble to implement any of the three security
scenarios described above.

IMPORTANT: Always make a back up copy of your web.config file prior to using this tool.

_
2 Gonot F1pserver .

.+ Custom Errors Mode OFF

5{ Microsoft Update

ActivePer] 5.10.0 Build 1003 71 Build Scripts .~ Custom Errors Mode On

* v v - Ri
a

» Paint.MET Documentation < Impersonation CFf
[5 Diocuments » Logs .-, Impersonation On
[} Settings » Setup _ Secure Login Page
,_) Search 3 Application Direckory | Secure Login Page but Allow HTTP Access
@) Help and Support D Ensemble Wideo Update . Secure Whole Application

=7 Run... ‘Web Application Directary . Turn Off Secure Access

@) shut Down...

[

@ é @ BN C\WINDOWSisystem3z. .. | B JConsole Startup | | £| WowzaMediaServerPro I ém 125E 5.0 Monitoring & M. .. I_E

Start->Symphony Video, Inc->Application Settings->Secure Login Page
Start->Symphony Video, Inc->Application Settings->Secure Login Page but allow HTTP Access
Start->Symphony Video, Inc->Application Settings->Secure Whole Application

Start->Symphony Video, Inc->Application Settings->Turn Off Secure Access

Web.Config File Settings

Security is enables through changes to the Ensemble Video web.config file, which is found in the
/app folder under the directory where you installed the Ensemble Video web application.

By default, SSL is disabled and this section looks like this:

<I--  edit this section to change which pages are secure dviaSSL -->
< secureWebPages warningBypassMode =" AlwaysBypass ">
< files >
<I--
<add path="Login.aspx" />
<add path="Default.aspx" />
->
</ files >
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< directories >

< add path ="/" recurse ="True " secure ="Ignore " />
</  directories >
</ secureWebPages >

Option 1: Securing only the logon pages
To secure only the logon pages, edit the secureWebPages section of the web.config file to
look like this:

<!--  edit this section to change which pages are secure dviaSsSL -->
< secureWebPages warningBypassMode =" AlwaysBypass ">
< files >

< add path ="Login.aspx " />
< add path ="Default.aspx " />
</ files >
< directories >
< add path ="/" recurse ="True" secure ="Insecure " />
</  directories >
</ secureWebPages >

Option 2: Secure the entire site
To secure the entire site, edit the secureWebPages section of the web.config file to look like this:

<I--  edit this section to change which pages are secure dviaSSL -->
< secureWebPages warningBypassMode =" AlwaysBypass ">
< files >

< add path ="Login.aspx " />
< add path ="Default.aspx " />
</ files >
< directories >
< add path ="/" recurse ="True " secure ="Secure " />
</  directories >
</ secureWebPages >

Option 3: Securing the logon pages
To the secure logon pages and allow the end user to use HTTP or HTTP for the remaining pages,
edit the secureWebPages section of the web.config file to look like this:

<!--  edit this section to change which pages are secure dviaSSL -->
< secureWebPages warningBypassMode =" AlwaysBypass ">
< files >
< add path ="Login.aspx " />
< add path ="Default.aspx " />
< directories >
< add path ="/" recurse ="True " secure ="Ignore " />
</  directories >
</ secureWebPages >
</ files >
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V. Administration Tab

When you log into Ensemble Video and go to the Administration Tab, the Ensemble System
Administrator has access to five control interfaces.

ﬁ Create a Mew Organization

[ﬂ% Authentication Sources
1
!E’-‘] Content Types
(i85
Application Settings
s

@ License

Create a New Organization ﬁ

To create a new organization, just click on the Create a New Organization control, fill out the
information in the form, and click Continue.

ensemble  Setup Wizard

Create Your Account

Enter your organization’s information

= QOrganization:
* Department:

= Your Website:
(e.q., http://www.mysite.com)

Choose a user name and password
* Username:
= Password:

= Confirm Password:

= E-mail Address:

Enter your contact information

* First Name:

* Last Name:

Continue Cancel

FOWERED Evbl © 2008 Symphony Video, Inc. Blog | Resources v2.0.2.0
ENSeMBI&| ¢ crmbls video™ is a registered trademark of Symphony Video, Tne.
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Authentication Sources [%

If you have an enterprise LDAP repository, you can add it as an authentication source for
Ensemble Video. Then when you create content administrator accounts, you can simply enter a
username and specify the LDAP source for authentication.

To configure an LDAP authentication source go to the Administration tab and click on the Manage

Authentication Sources control panel. You will need to provide the following information as shown
in the screen shot below.

Form for configuring an LDAP authentication source.

Test Department

* - indicates a required field

* Name
* Server Name
* Port 389
* Root Path
Search Filter (&({userlDAttribute}={userMame})(objectClass=pers

Use SSL? [
Direct Bind? [

Bind Username
Bind Password

Bind Path Format {userlDAttribute}={userMame},{rootPath}

Username Attribute
Username Format {userMame}
* User ID Attribute sAMAccountMame
* First N\ame Attribute givenMName
* Last Name Attribute sn

* Email Attribute mail

Add Cancel
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Content Types ' o

You can create, manage, and delete content types through the Content Types control interface.

lish, Share and Archive Internet Video - Windows Intemet Explorer

@@ 52 |E http://ensemble.syr.edu/app/manageContentTypes.aspx ¥ | ‘1| X ‘ Google 2 -
—— — = ; 3

% e |22 Jg, Ensermble Video - Publi X ]@cm\ridao:;haw:ase I ] G v (% ¥ |:: Page v (£} Tools ¥
-
abcovell Whitman School of Management > | Media Library | Shared Library | Web Publishing | Administration | Log |

Manage Content Types

e n S e m b I e [ Return to Administration ] Administration options: CuntentTypes -
video

g Add a New Content Tyg
.é Extension | Description Icon|Generate Use Embedded | Allow
| Thumbnails Player Transcoding

= I
videoftandberg-cs & () ® ® I
= video/unknown & @) ® ®
-3app video/3gpp & @ ® @
3gpp2  video/3gpp2 & © ® @
asf video/x-ms-asf @ @ ® )
asr video/x-ms-asr @ @ ® )
asx video/x-ms-asf @ @ ® )
avi video/avi & © ® @
vy video/dive & AN (] ) [Edit] g

A

€ Internet | Protected Mode: Off #®100% -
—

A

If you want to use Ensemble Video to manage a content type that is not yet defined, click on the
Add a New Content Type button on the right side of the screen. Clicking the Edit button for an
existing content type gets you to the same form where you can edit the information for an existing
content type.

Edit Content Type
* File Extension .wmv

Description ;4. ohx-ms-wmy

(e.g., video/unknown)

Icon Image Url . jimages/contentTypeshideax-ms-wmy_gif
(e.g., ~/images/contentTypes/video-unknown.gif)
Generate Thumbnails

Use Embedded Player [

Allow Transcoding

Update Cancel
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In addition to being able to specify file extension and description, you can also specify an icon to
display with the media type next to any link to a file of that type. You can also indicate that
thumbnails/preview images should be generated, and you can indicate this should be an option
for the Transcode file type in an Upload video source or the File Filter selection for a Watch
Directory.

For now, the embedded player option is only appropriate for Flash Video content types, but this
will become a generalized capability for any content type in a future version of Ensemble Video.

Application Settings

The application settings control panel lets you modify some system settings. Generally, this will
be used only by Ensemble Video technical support staff. However, you may want or need to
modify the SMTP server or the email address where system generated emails to technical
support or general support are sent. You may also want to set a default image when preview or
thumbnail images are not generated. To change one of these simply click on the Edit button,
modify the information as needed, and click Save.

Setting e

Error Report Email Address techSupport@ensemblevideo.com
Http Web Application Path http:/fensemble.syr.edu/app
MPlayer Path c:\web\apps\ensemble\app\binitools\mplayer.exe
Mo Preview Image Available Url ~fimages/noPreviewImageAvailable.jpg
Mo Thumbnail Image Available Url ~fimages/noThumbnaillmageAvailable.jpg
Server Name ensemble.syr.edu
Smtp Server smitp-host.syr.edu
Support Email Address techSupport@ensembleVideo.com
Validate Email Reg Ex Wi+ 1w )= @vw (- T+ )= w (- ] we )™
Validate Http File Path Reg Ex (Do ]+02/000d\w ]| e [a-fa-Rd]{ 2,2 )+ (Ddw]] ...
Validate Http Path Reg Ex (o ]+02/000d\w ]| ¥ [a-fAa-Rd]{2,2 3+ (dw]] ...
Validate Http Paths @
Validate Path Reg Ex AW a-z4-Z0-9-._J+\Wa-zA-Z0-97 ~l@#5% " ({7} ...
Validate Paths @
Validate Relative Http Path Reg Ex  ~~/[0-93-zA-Z_][0-93-zA-Z/ -]*\.[0-93-zA-Z_-]+3
Validate Relative Http Paths @_f)
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License @

The final system administrator control is for updating your Ensemble Video license key. This
control lets you know how many titles you are licensed for and expiration date for you license if
you have an annual license.

To update the license click on Update license, paste in the license key provided by Ensemble
Video or your authorized dealer or reseller, and then agree to the license terms.
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